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Abstract
The Computer Science (CS) Professional Development (PD) Pass-
port Alliance has created an addition to the Computer Science
Teachers Association (CSTA) member platform that provides the
capability for CSTA members to track their CS PD-related activ-
ities in one convenient place. As part of our research effort sup-
porting the platform development, one of our research questions
was: Among teachers, what features or practices are associated with
trusting in software that contains professional personally identifiable
information (PII)? We conducted an exploratory mixed methods
study (teacher interviews 𝑛 = 17, teacher survey 𝑛 = 495, program
evaluation survey 𝑛 = 494) to determine what enables trust in soft-
ware that stores professionally identifiable information and which
features were most important to teachers future use of the plat-
form. We provide recommendations for the project implementation
team (such as adding multi-factor authentication to the platform) to
mitigate risks of a data breach (which our survey indicated would
impact 98% of the respondents’ perceptions).
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1 Introduction and Background
The Computer Science (CS) Professional Development (PD) Pass-
port Alliance has developed an enhancement to the Computer
Science Teachers Association (CSTA) member platform, enabling
members to conveniently track all their CS PD activities in one
place. While there is significant research on protecting student data,
there is little research on teachers’ perspectives on the privacy and
security of their data, particularly for data related to their roles
as teachers. Nevertheless, we are aware of the risks that may be
present in such a system. For example, consider a teacher who lives
in a state or district that has banned any training that may cover di-
versity, equity, or inclusion topics, or is related to culturally relevant
pedagogy. If a teacher takes that course to meet the needs of their
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students, what risks may be present to them or their school/district
if their PD completion data were somehow accessed and shared?

It has been recommended that organizations develop strategies
that go beyond the "logic of privacy self-management that has
been embedded in privacy law in the United States and Europe for
decades" [2, p.930]. To ascertain what these strategies may be for
educators, our research question for this study was: Among teachers,
what features or practices are associated with trusting in software
that contains professional personally identifiable information (PII)?

2 Methodology
We employed an exploratory mixed methods study [1] to deter-
mine what enhances trust in software that collects and stores PII.
Based on our review of the very limited extant literature, we first
developed an interview protocol and we determined sampling re-
quirements to guide participant selection. We also obtained Institu-
tional Review Board approval for the broader project, after which
CSTA invited all teacher members to take part in the study. Virtual
interviews with teachers (𝑛 = 17) lasted approximately 20 minutes
each and were then transcribed and cleaned for accuracy. We then
deductively coded the transcripts based on the answers to each
question, using themes and categories to identify key patterns.

Building on the qualitative results, we created a survey instru-
ment to capture a broader set of teacher perspectives and a program
evaluation survey containing related items. CSTA again invited all
teacher members to participate in both in June 2025. The first sur-
vey (𝑛 = 495) represented a wide spectrum of respondents, with
21% instructing grade PreK-5, 26% grade 6-8, and 45% grades 9-
12. 21% were from rural communities and 68% were from Title I
schools. In the program evaluation survey (𝑛 = 494), there was
also variation in respondent characteristics with 25% instructing
grade K-5, 22% grade 6-8, and 41% grades 9-12. 70% of the program
evaluation survey respondents self-identified as White and 63% as
female. Quantitative data were subsequently cleaned and analyzed.
Finally, findings from the qualitative and quantitative phases were
integrated to inform the overall study report and a set of recom-
mendations were provided to CSTA team members for integration
into the platform.

3 Findings
Supporting the claim that teachers’ perspectives on privacy and
security of their data is important, over 98% of Survey 1 respondents
indicated that a data privacy breach would impact their relationship
with the platform or organization, and 42% said that their overall
trust in the organization would decrease. 24% said they would stop
using the software/service if an alternative exists.
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Table 1: Descriptive Statistics of Security and Usability Items

Abbreviated Item n Mean SD

Transparency about who has data access 379 6.59 0.79
Strict access controls (limiting data access) 384 6.49 0.91
Explicit consent required before my infor-
mation is published or shared

379 6.44 0.99

Offers capability to control who data is
shared with

379 6.43 1.00

Consistent, bug-free performance (e.g., no
glitches, data tracks correctly)

375 6.43 0.90

Offers capability to control data sharing 379 6.38 1.05
Reliable login process 375 6.28 1.03
Absence of excessive advertising or spam 375 6.26 1.22
Multi-Factor Authentication (MFA) / Two-
Step Verification (e.g., text/email codes)

384 6.20 1.11

Responsive and easy-to-access customer
support (e.g., quick email/chat replies)

376 6.20 1.14

Offers capability to manage/change pass-
word securely

384 6.13 1.16

Intuitive (easy to navigate, easy to find in-
formation)

374 6.11 1.05

Stable user interface 375 6.11 1.07
Clear explanations for why information is
requested

379 6.09 1.22

Further, we asked participants to rate a set of items related to
privacy and security for general software/websites using a 7-point
Likert scale (1 = strongly agree and 7 = strongly disagree) and 14
items rated above 6 (see Table 1). Overall, participants want to know
who has access to their data, want strict access controls along with
explicit consent before publishing or sharing their data, and want
controls over who has access to and what data can be shared. They
also want multi-factor authentication for their accounts and clear
explanations of why information is requested in the platform.

In our program evaluation survey, we asked respondents if they
knew where to access the platform’s data privacy and sharing poli-
cies. Nearly 41% (𝑛 = 52) reported being unable to locate those
policies. We also asked respondents about which platform features
would be most important in their decisions to use the passport in
the future (Table 2). Respondents rated features on a Likert scale
(Not at All Important (0), Somewhat Important (1), Very Important
(2), Critically Important (3)). Participants rated control over shar-
ing personal information, the passport’s data security and policy
policies, and user-friendly exporting of passport data as the most
important features influencing their decisions to use the passport.

4 Recommendations
Based on the results, our recommendations for the CSTA team
related to data privacy and security are:

• Add multi-factor authentication.
• Clearly state which organizations have access to user data
and whether it is shared or sold externally.

• Provide clear explanations for why each piece of information
is requested (e.g., via tooltips).

Table 2: Descriptive Statistics of CS PD Passport Features

Abbreviated Item n Mean SD

The Passport allows me to select what per-
sonal information is shared from the plat-
form and who it is shared with

438 2.10 0.72

The Passport allows me to export my CS
PD participation records in a user-friendly
format

441 2.20 0.71

The Passport’s data security and privacy
policies are easy to locate

318 1.80 0.97

The Passport can track and verify participa-
tion in CS PD not hosted by CSTA

439 1.80 0.73

The CS PD Passport integrates Multi-factor
authentication for access

439 1.80 0.72

The Passport allows me to affiliate my
records with multiple email addresses

439 1.80 0.72

• Offer training for users on how to protect student and teacher
data.

• Prepare a plan (easily accessible on the platform) for data
breaches and conduct an annual data audit.

• Do not use user data in AI models without explicit consent.
• Obtain data sharing agreements with NSF PD providers to
ensure secure and compliant data handling.

For user experience/platform features, our recommendations are:
• Have a UI expert conduct user interviews to assess percep-
tions and improve platform look and feel.

• Implement features allowing users to export their CS PD
participation records in user-friendly formats (.pdf, .csv).

• Createmulti-modal FAQ resources covering topics like record
verification, navigation, term definitions, and error report-
ing, and link privacy and data security policies prominently
within the platform.

For evaluation and continuous improvement, we recommend:
• Create a crosswalk of platform features with research and
evaluation findings to guide ongoing development.

• Notify users proactively about platform changes (UI or data
policies) before and after updates.
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